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The Department of Defense requires initial and periodic refresher briefings for all
cleared
personnel. This includes cleared contractors supporting classified contracts. Per the
National Industrial Security Program Operating Manual (NISPOM), section 3-107,
the
initial briefing must address at a minimum the following information:
◦ A threat awareness and defensive security briefing
◦ An overview of the security classification system
◦ Employee reporting obligations and requirements
◦ Security procedures and duties applicable to the employees’ job
The Defense Security Service requires that annual or refresher briefings address the
following information:
◦ Any changes to security regulations that may affect you and the performance of
your job.
◦ Reinforce the initial security briefing and heighten awareness of specific facility
security procedures
◦ Safeguarding proprietary, sensitive and FOUO information and Information
Security (IS – formerly Automated information security AIS)
Read this as soon as you receive it, sign and date the Briefing Statement, and
promptly return the Briefing Statement to the Security Officer that distributed this
briefing to you. The Briefing Statement is retained in your Individual security file as
it is an inspectable item by DSS.
2



DSS has three core missions

Industrial security
 Over 12,000 cleared contractor organizations

Personnel security investigations


Background investigations of contractors

Security education and awareness instruction
 Provide instruction to cleared facilities in order to maintain
national security requirements
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DSS is the authority that grants clearances to contractor facilities
based upon government contracts issued
DSS works in partnership with industry to ensure classified
information is properly protected
DSS conducts security audits of cleared facilities every 12 months
for possessing facilities and 18 months for non-possessors (a
possessing facility is one that stores classified material at its site
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Due to the end of the Cold War, the collapse of the Soviet Union, the spread of Islamic
fundamentalism and the new economic power of East Asia, the world as we know it has changed.
Stronger emphasis is being placed on the threat of economic espionage from all corners of the
globe. Foreign governments actively target U.S. companies.
How real is the economic espionage threat? According to the American Society for Industrial
Security (ASIS), cases of economic espionage directed at American companies have grown 260
percent since 1985.
Traditional adversaries:
 Russia (the KGB is now the SVR—Sluzhba Vneshnej Razvedki—Service for External
Reconnaissance) and its former communist allies
 Politically friendly countries, our allies, aggressively target American firms for intellectual property,
proprietary and business sensitive information (e.g. Japan, France, Israel, Taiwan, and others)
 The cost of economic espionage to corporate America is now estimated conservatively to be at
least $50 billion a year, and thought to be as high as $240 billion per year if unrestricted
technology transfers are factored in
 People’s Republic of China ( Motto “Help Modernize China”)
 “Bide our Time and Build Our Capabilities” Deng Xiaoping on China becoming THE World
Power by 2030




According to the FBI, more than half of the world’s 170+ countries are conducting espionage
activities targeting the United States.
By no means should this be interpreted to mean that security wishes to impede business
 We want you to be aware of the risks, and take the appropriate precautions
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The United States Government and the business community that supports it.

Be Prepared for the Possibility, Not the Probability
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Non-Threatening…

CAN YOU TELL?
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“Just Don’t Look Right!”
A Sheriff on the Mississippi border called the
FBI and reported that he had arrested a couple of
“Russians.” When the FBI asked “Why?” he
stated that they were out of place and shouldn’t
have been where they were. He said it “just
don’t look right!” Turns out they were
conducting espionage for the Commonwealth of
Independent States.
The moral of the story is to trust your instincts
and report suspicious behavior before serious or
irreparable damage can be done!
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Report legitimate concerns to security
Any efforts by any individual, regardless of nationality, to obtain illegal
or unauthorized access to classified, sensitive, or proprietary information
 This would be any individual that does not possess a
contractual need to know.
 Unauthorized reproduction of classified or sensitive information
 Unexplained affluence especially after a period of hardship
 They didn’t win the lottery or get an inheritance ...
 Excessive foreign travel without sufficient explanation
 Non-business travel
 Any attempt to compromise a cleared employee
 Any contact by a cleared employee with a known or suspected intelligence officer from
another country
 Please remember that not all foreigners are conducting espionage activities, report
contact that could impact AFCT’s or your clearance.
 Any hint that an employee may be the target of an attempted exploitation
While none of the indicators mentioned are evidence of espionage, any pattern of conduct
on the part of a cleared employee which suggests improper activity should be reported to
security.

Integrity is Doing the Right Thing When Nobody is Looking
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Unclassified But Sensitive
Proprietary Economic Often Marked
Business
Sensitive
Export
Controlled
Information
Information

For Official Use Only
(FOUO)

All Forms & Types of Financial,
Information That Has Not Been
Business, Scientific, Technical,
Given a Security Classification
Information Believed to Have Actual
Economic, or Engineering
Pursuant to the Criteria of an
or Potential Value to a Company
Information, but not limited to Data,
Executive Order, But Which May Be
(Trade Secret), Information
Plans, Tools, Mechanism’s,
Protected by the Privacy Act of 1974, Withheld From the Public for One or
Compounds, Formulas, Designs,
More of the Reasons Cited in the
Financial Information
Prototypes, Processes, Procedures,
Freedom of Information Act (FOIA)
Programs, Codes, or Commercial
Exemptions 1 – 9 (Chapter 3) Shall
Strategies, whether Tangible or
Be Considered FOUO
Intangible

Classified
May have Additional Caveats Associated with the Classification
Confidential
Secret Information by the Term
Top‘Secret
Military Personnel Sometimes
Refer to Classified or Collateral
Genser” (General Service”
Information that Unauthorized
Information that Unauthorized
Information that Unauthorized
Disclosure of is Expected to Cause
Disclosure of is Expected to Cause
Disclosure of is Expected to Cause
DAMAGE to National Security
SERIOUS DAMAGE to National
EXCEPTIONALLY GRAVE
Security
DAMAGE to National Security
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Clearly mark material containing F.O.U.O. or business sensitive/
company private information.
Store material behind a locked and closed door, or in a locked filing
cabinet or desk drawer.
Be aware that F.O.U.O. and sensitive material is often marked as export controlled and
restricted to U.S. eyes only.
Best practice is to NOT transmit sensitive or FOUO material via e-mail.
 Note: If material MUST be transmitted via Internet, first ensure that it is not classified,
then the information should be encrypted and sent via 128-bit encryption per the federal
government, even then there is no guarantee that the information hasn’t been
compromised.
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There are instances when you will see another descriptor pertaining to
classified or sensitive material. Often an additional briefing is required prior
to access to that information, see your Security Officer for the briefing.
 RD (restricted data)
 FRD (formerly restricted data)
 CNWDI (critical nuclear weapons design information)
 Requires yearly re-briefing
 WNINTEL (protects the source of the information)
 Requires yearly re-briefing
 NATO (North Atlantic Treaty Organization)
A DD form 254 that states you may
 COMSEC (communications security)
have access to one of these Caveats
 Requires bi-annual re-briefing
does NOT give you the authority to
 NOFORN (no foreign, U.S. eyes only)

view the caveated material until you
have been briefed and have signed the
Briefing Statement
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Due to the increased incidence of theft of Trade Secrets, Unclassified Sensitive Information,
Business Sensitive, and For Official Use Only (FOUO) Information, the ECOMOMIC
ESPIONAGE ACT of 1996 was passed.
A violation of Section 1832 can result in stiff criminal penalties. A person who commits an
offense in violation of Section 1832 can be imprisoned up to 10 years in prison and fined up to
$500,000. A corporation or other organization can be fined up to $5,000,000. If the trade secret
theft benefits a foreign government, foreign instrumentality or foreign agent, the penalties are
even greater.
17 April, 1998: The first successful prosecution under Title 18 U.S.C., Section 1832 of the EEA
was announced.
Gillette Company retained Wright Industries, Inc. to assist in the development of Gillette's next
generation of razor systems. An Engineer for Wright Industries was assigned to be the lead
process control engineer on the Gillette Project and he executed a Confidentiality Agreement.
The Engineer sent highly confidential engineering drawings relating to the Gillette Project to
Gillette's competitors, including Bic Corporation, American Safety Razor, and Warner Lambert.
The Engineer was caught, pled guilty and was sentenced to 27 months imprisonment and ordered
to pay restitution.

NOTE: In order to be protected under the EEA of 1996, Government and Industry
must clearly mark the material they wish to protect and take appropriate measures to
store and safeguard the material, so as to preclude unauthorized access.
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At the industry or company level:







Lost contracts and income
Loss of technological edge over competitors
Loss of research and development data
Note: Teaming Agreements are contract specific, we become friendly with our
subcontractors, and enjoy a professional relationship. However, please remember that
they are still competing against AFCT for business benefiting their organization.

National security level:
 Weaken and destroy country’s National
Defense Plan
 Loss may not be known until time of crisis



Ultimately may result in a loss of lives
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Artwork

 Motion picture films



Charts and maps

 Recordings



Diskettes

 Printouts



Viewgraphs

 Translations

If you Can Hear It, See It, Touch It, Smell It… It Could Be Classified
Check With Security BEFORE You Distribute
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Neither confirm nor deny the validity of any classified information that appears
in open source publications, TV, or the movies.
Open publication does not declassify the information, only the government can
declassify.
 Note: Unless we receive verification of declassification in writing from the classifying
authority, the material in our possession must remain classified, as contractors are not
authorized to make classification determinations, or take verbal authorizations.
Additionally information that is unclassified in another country may not necessarily be
unclassified in the United States; a foreign power is not an appropriate authority for
declassification in the United States.





Contact security regarding lectures or publications concerning your classified
work at AFCT, prior to publication.
Report any incident where classified information is made available to you that
you are not cleared to access.
 Interim clearance holders may not access caveat information such as NATO, CNWDI,
NOFORN, etc.
 Personnel possessing a secret clearance may not have access to top secret information,
etc.
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Why do I need to report these items to Security?
 AFCT signed a security agreement with the federal government when we applied for and were granted
a facility clearance. This agreement stipulates that we agree to report certain events that may impact
our facility clearance, employee personnel clearances, and/or national security. Additionally, when
you were granted your individual security clearance, you signed an SF 312, Non-Disclosure
Agreement that requires that you report the following:
 Status change

 e.g., name change, marital status, clearance requirements
 Adverse information
 Self reporting is recommended
 Adverse information reports are considered proprietary and cannot be released to
anyone other than an appropriately credentialed official without your written
permission
 High risk travel areas
 Employees should complete a foreign travel itinerary and obtain a briefing that
contains safety tips and state department information pertaining to the country
where you are traveling
 Loss or suspected compromise of classified or sensitive information
 Let the Security Office determine whether there has or has not been a
compromise
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Any information which reflects adversely upon the integrity or
general character of an employee, or which indicates that the
employee's ability to safeguard classified information may be
impaired.
Examples

 Arrests
 Alcoholism
 Serious Financial
Difficulties
 Mental or Emotional
Disorders

 Loyalty to the government
May be Questionable
 Illegal Use of Controlled
Substances or prescription
Drugs

These Examples are NOT all Inclusive
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Personnel often ask if it is possible to obtain a copy of their individual investigation record.
The answer is “yes,” however, it should be stated that the individual Security Offices do not
possess these files or information, only the results. You need to request your file from the
Defense Security Service. This record contains the Defense Security Service Investigation
results, including record check findings, comments of former employers, peers, and
references. Please note: Any Privacy Act information pertaining to another individual that
may be alluded to in your file, will be blocked out.
Instructions for obtaining a copy of your file:
 You must request a copy of your file in writing.
 Your request must be notarized.
 Mail the notarized request to:
 Defense Security Service
Personnel Investigation Center
P.O. Box 18585
Baltimore, MD 21240-8585
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Classified information may only be released to individuals who have
a clearance level equal to or greater than the classification of the information.



In addition, they must possess a “need to know” which is
dictated by the DD form 254, contract parameters.



Classified material is not to be left unattended.



Classified cannot be sent in interoffice mail.



Classified is to be stored in GSA-approved containers,
it is never to be left in your desk, briefcase or office.



Memorize combinations, never write them down.
Combinations are classified up to the level of the
information they protect.



Do not discuss classified over the telephone.



Do not try to “talk around the subject,” as anyone listening in may be able to piece together
critical pieces of information. Only talk about classified information in the appropriate
spaces and when using the appropriate devices.
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Take all classified material to security for destruction.
It is AFCT policy to shred business sensitive and company
proprietary information. Do not throw it in the trash.

Company
Sensitive
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Your PC at your desk or work station is not authorized for classified
processing at any level.
The AFCT LAN/WAN is for unclassified use only.
IF you inadvertently receive a classified message via e-mail, do not
forward the message and notify security at once.
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All visitors to AFCT must check in with the receptionist and be signed in on the Visitor
Log.
 Visitors are defined as anyone not working for AFCT.



Visitors will be issued a visitor badge and be escorted accordingly while in AFCT spaces.
 Visitors may use the restroom and front reception area without escort but no visitor shall be
left alone in AFCT working spaces which encompasses the remaining facility.






Visitors must display their visitor badge while in AFCT facilities.
Visitors planning to attend classified sessions must have a valid visit request on file with
AFCT Security prior to being admitted to any classified session.
Visitor badges must be returned to the front desk when the visitor exits the facility.

23



Outgoing Classified Visits
 You have been granted a clearance, and need to access a client site, attend
a meeting at another facility, or obtain a government building pass …
 You will need Security to:

Forward your clearance level to the activity
or organization
Obtain need-to-know certification
Notify the Security Office as early as possible
Whenever possible allow 7 to 10 days notice!

NOTE: personnel that DO NOT possess clearances occasionally need a Visit Letter sent.
We need to provide the same information that we would for a cleared employee…
The only difference is a lack of clearance.
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To report any violation, anyone can contact the
Defense Hotline at any time!

1-800-424-9098
www.dodig.mil/hotline
Email: hotline@dodig.mil
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Do not hesitate to contact your Security Officer
FSO: Marcus White

Contact # 703-314-3363
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Initial Security Indoctrination
Certificate of Completion
For

________________________
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________________________
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Completion Date :
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